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What is cryptography? It is the science behind the
transmission and storage of information that must be kept
secret. We need cryptography for all our secure online
communications: private messaging, online banking, password
verification, etc.

How does cryptography work today? Most of today’s
cryptography is based on public key schemes. These schemes
are secure under the assumption that an attacker has limited
computational power.

Why is current cryptography in peril? The security of current
cryptographic schemes is threatened by the development of
quantum computers. Powerful quantum computers have been
demonstrated to be capable of breaking today’s cryptography.

What is and why use quantum cryptography? In quantum
cryptography the exchanged information is encoded in
quantum systems rather than classical ones. Quantum
cryptography enables communication with guaranteed security
regardless of the resources available to an attacker.
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In typical quantum cryptography schemes, two users, Alice and Bob, exchange 
encoded single particles of light (photons) which allows them to generate a shared 
secret key that they use to protect their messages. This process is called Quantum Key 
Distribution (QKD).

The most problematic aspect of QKD is its limited operational distance.

To address this limitation, in 2018 we introduced a new protocol called Twin Field QKD [1] which  
allows us to double the communication distance compared to previous systems.

The advantages of TF-QKD come with the experimental challenge of phase 
stabilising the communication channel to the sub-wavelength level.
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A novel phase stabilisation method [2] using two different optical wavelengths 
travelling through the same communication channel (similar to the scheme 
below) was developed to solve this problem.

Stabilisation results: The dual band phase stabilisation reduces the channel
noise by four orders of magnitude. The original signal (in purple) has a random
and fast phase phase drift (panels a, c, d) which is firstly slowed down into the
orange signal (panels a, b, e) and then fully stabilised into the green one (panels
a and b). Only after complete stabilisation it is possible to execute the protocol.

With our system, shown below, we were able to set a new distance record for
quantum communications in fibre, covering 600 km of distance and 100 dB of
channel attenuation for the first time [2]. This is one hundred kilometers more
than the previous state of the art and several hundred kilometers more than
standard QKD.

We believe the dual-band phase stabilisation technique we introduced will have
a more general application in quantum communications and could enable
phased-based architectures of the quantum internet.

• TF-QKD offers a way to overcome the fundamental distance limit of other 
practical QKD techniques. 

• Our dual-band stabilisation is a practical solution to the problem of phase 
noise and significantly extends the operational distance of the protocol. 

• Being able to increase the separation of nodes in a quantum network will 
reduce the cost of creating national scale quantum infrastructures.
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